Session Plan: ISO 27001 Annex A Controls

	S. No.
	Description

	1
	Introduction to ISO 27001 Annex A Controls

	2
	[bookmark: _GoBack]Importance of controls for ISMS implementation

	3
	Brief on risk-based approach and control applicability

	4
	Understanding the categories of Annex A controls:

	4.1
	Organizational controls

	4.2
	People controls

	4.3
	Physical controls

	4.4
	Technological controls

	5
	How to approach an audit for Annex A controls

	6
	Audit tools and methodologies

	7
	Detailed discussion of each control

	8
	Audit Focus Areas: Key aspects to verify

	9
	Audit Evidence: Documents, records, and observations

	10
	Hands-on exercises with real-world scenarios

	11
	Identifying gaps and nonconformities



